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ABSTRACT

Recent works in DNN testing show that DNN based image classi-
fiers are susceptible to confusion and bias errors. A DNN model,
even robust trained model can be highly confused between certain
pair of objects or highly bias towards some object than others. In
this paper, we propose a differentiable distance metric, which is
highly correlated with confusion errors. We propose a repairing
approach by increasing the distance between two classes during
retraining the model to reduce the confusion errors. We evaluate
our approaches on both single-label and multi-label classification
models and datasets. Our results show that our approach effectively
reduce confusion errors with very slight accuracy reduce.

CCS CONCEPTS

« Software and its engineering — Software testing and de-
bugging; - Computing methodologies — Neural networks.
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1 PROBLEM AND MOTIVATION

Recent works in DNN testing show that DNN based image classifiers
are susceptible to confusion and bias errors[1, 5, 6, 8]. For example,
a state-of-the-art CIFAR-10 model[11] is most confused between
dog and cat; models[12] trained in COCO Gender dataset are more
likely to predict woman for an indoor activity and man for outdoor
sports. Confusions result from two objects’ frequent appearing
together in the training data while bias result from that an object
appears more frequently with one object in the training data than
the other object. NAPVD (Neuron Activation Probability Vector
Distance) is proposed to identify confusions and bias errors for
DNN based image classifiers[8]. As a logical next step, we work
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on repairing confusion errors and bias errors. We first propose
a differentiable distance metric correlating with confusion errors
and a distance difference metric correlating with bias errors based
on NAPVD and then propose including these metrics into loss
functions to repair confusion and bias errors when re-training.
A related research problem is adversarial training for increasing
general adversarially robust accuracy(2, 7, 9, 10]. Our work focuses
on reducing confusions and bias for target pairs and triples.

2 BACKGROUND
2.1 Confusion/Bias Errors

Confusion and bias errors are proposed in DeepInspect[8].

2.1.1 Confusion Errors.

typelconf(x,y) = mean(P(x|y), P(y|x))

The confusion error definition describes DNN’s probability to mis-
classfy class y as x and vice-versa.

2.1.2  Bias Errors. Confusion disparity (cd) is used to indicate
bias errors among three classes.

cd(x,y,z) = |confusion(x, z) — confusion(y, z)|,

This definition measure differences in confusion error rate between
x and z and between y and z. With presence of z, if the model more
likely mis-classifies it to be x rather than y, then the model is bias
toward x than y given z.

2.2 Non-differentiable NAPVD

Tian et. al[8] proposed NAPVD (Neuron Activation Probability
Vector Distance) to measure the class level relation perceived by
a pre-trained DNN model. Intuitively, if images in two different
classes always activate same set of neurons for a model under test,
then this model cannot distinguish between these two classes. Based
on this intuition, they defined the perception of each class from a
given model under test as follows,

P(C) = [A(n1)/N, A(n)/N, .., A(n) /N1,

where N is number of images in class C, A(n;) means how many
times the neuron n; is activated when feeding these N images to
the model under test.

The distance between two classes is the L2 norm between these
two classes’ perception vectors.

NAPVD(x,y) = L2_norm(P(x), P(y))

They showed that the smaller NAPVD(x, y), the model will be more
confused between x and y. The larger NAPVD(x, z)-NAPVD(y, z),
the model will be bias towards y than x in presence of z. They
leveraged this correlation to detect confusion and bias errors.
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3 APPROACH AND CONTRIBUTION

NAPVD distance metric cannot be used in loss function because
A(n;) is not differentiable. Instead we proposed a differentiable
distance metric based on NAPVD.

3.1 Differentiable Distance Metric

We proposed the following definition of perception of class C from
a model under test.

Ppew(C) = [S(n1)/N, S(n2)/N. ....S(nt) /N1,
where S(n;) is the sum of each output of neuron n;, given N
input images. Then, the distance metric we proposed is as follows,

Dnew(x; y) = LZ_norm(Pnew(x)aPnew(y))
In this definition, Pye+y (C) and Dyeyy are differentiable.

3.2 Repairing Confusion and Bias Errors

We proposed the following two loss functions to reduce confusion
errors and bias errors respectively,

Lossconfusion = L0SSorig — ADpew(x,y)

Losspigs = Lossorig + A abs(Dnew(X, 2) = Dpew(y, 2))

To optimize on LosSconfusion is to reduce the original loss and
at the same time increase the distance between class x and class y.
Similarly, to optimize on Lossp;,s means to reduce the original loss
and at the same time reducing the distance difference between (x,
z) and (y, z).

4 PRELIMINARY RESULTS

We evaluate our approaches on a state-of-the-art ResNet-50 model
trained using CutMix[11] in CIFAR-10[3] dataset and a pre-trained
ResNet-50 model[12] in COCO[4] dataset.

4.1 CIFAR-10

We compute pairwise confusion errors on the model under test and
find that dog and cat is the most confusing pair. After applying our
repair, the dog and cat confusion is reduced by 14% (from 0.064 to
0.055) while the accuracy is only reduced from 0.9484 to 0.9417.

4.2 COCO

We find that the model under test is most confused between bus
and person. Figure 1 shows that after applying our proposed loss
function at epoch 30, the confusion between bus and person is
reduced from 0.5146 to 0.1557 while the mean precision is increased
from 0.6532 to 0.6560.

5 CONCLUSIONS AND FUTURE WORK

The preliminary results show that our work can effectively reduce
confusion errors. The confusion reduction for CIFAR-10 model is
not as significant as COCO model because CIFAR-10 is a easy task
and its model under test is very accurate. In future work, we will
include the evaluation of the performance in reducing bias errors.
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Figure 1: Confusion error before and after repairing
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